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1
Decision/action requested

This document proposes to resolve the EN and add the evaluation of solution #17 of TR 33.836.
2
References

NA
3
Rational
This contribution would like to resolve the Editor’s note and add the evaluation.
The editor’s note asked how to solve the PC5 security when out of coverage.

This solution assumes that the receiving UE is under the coverage of operator’s network. Hence, clarification is added to specify the applicable scenario.

Furthermore, evaluation of the solution is added.
4
Detailed proposal

***
BEGIN CHANGES
***

6.17
Solution #17: PC5 layer key derivation using the 5G network keys
6.17.1
Introduction
This solution addresses part of key issue #2 on security for eV2X unicast messages over PC5, and proposes a new solution for PC5 layer key derivation using the 5G network keys.
This solution is only applicable in the scenario that the initiating UE is registered into the network, the receiving UE is under the network coverage, and both initiating UE and receiving UE are in the same serving network.
6.17.2
Solution details


This solution assumes that the UE1 is already registered into the network, and UE2 is under the 3GPP network coverage, in order that both UEs could negotiate a secured key with the assistance of the core network.

The high level description would be that after receiving the request from the UE1, the UE2 could request the network to generate a shared key for the PC5 layer based on the AMF key, where the AMF key is the secure key established during the registration procedure of UE1.

The PC5 layer key derivation using the 5G network keys is described in Figure 6.17.2-1.
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Figure 6.17.2-1 PC5 layer key derivation using the 5G network keys
In this procedure the communicated UEs via PC5 already stores the PC5 data protection status between them, which is negotiated during the PC5 connection establishment. The details solution is as follows.

0.
UE1 and AMF1 store the 5G-GUTI1, ngKSI and KAMF, which are established during the UE registration to the network.

1.
UE1 sends the NAS Container (5G-GUTI1, ngKSI,…, MAC) to the UE2 via direct communication request message. Other parameters used for direct communication establishment can be referred to TS 23.287[4].

2.
UE2 determines whether UE1 and UE2 are in the same serving network based on the serving network ID1 included in the 5G-GUTI1 and serving network ID2, where the serving network ID2 indicates the network that UE2 can register with or currently connected to. If the serving network ID1 and serving network ID2 are the same, the UE2 shall continue. Otherwise the UE2 could select other ways to negotiate the PC5 layer key, e.g. based on the application layer keys.

3.
UE2 forwards the indicator, NAS Container (5G-GUTI1, ngKSI,…, MAC) to the AMF2 via UL NAS message, where the indicator indicates this message is used for PC5 layer key derivation.

NOTE1: UE1 and UE2 may be connected to the same AMF, i.e. AMF1.

4.
AMF2 sends the indicator and NAS Container (5G-GUTI1, ngKSI,…, MAC) to the AMF1.

5.
After receiving the indicator and NAS Container (5G-GUTI1, ngKSI,…, MAC), the AMF1 shall firstly verify the MAC based on the NAS key shared with UE1. If the verification successes, the AMF1 generates the PC5 key based on the KAMF.

Editor’s Notes: The parameters used for PC5 key derivation is FFS.

6-7.
AMF1 sends the PC5 key to the UE2 via AMF2.

8. UE2 generates the session key KD based on the PC5 key.

Editor’s Notes: The parameters used for KD derivation is FFS.

9-11.
UE2 initiates the Direct security mode command procedure with UE1. UE1 generates the PC5 key and KD with the same way as AMF1 and UE2.

NOTE2:
This solution focuses on how to establish the PC5 key. Direct security mode command procedure is out of scope of this solution.

12.
UE2 sends the direct communication response to the UE1.

6.17.3
Evaluation

This solution partially addresses the first and second requirements of key issue #2 on security for eV2X unicast messages over PC5.
The solution meets the first requirement “The initiating UE shall establish a different security context for each peer UEs during the V2X unicast link establishment”. Since the PC5 key is generated based on the AMF key shared between UE1 and AMF1, a different security context for each peer UEs during the V2X unicast link establishment will be established. Furthermore, man-in-the-middle attacks will not be initiated by the attacker without the AMF key. The second requirement “V2X unicast link security establishment between the initiating UE and each peer UE shall be protected from man-in-the-middle attacks” is also satisfied.
The advantage of the solution is that the operator network is involved in the PC5 key generation in this concrete scenario. 5G key hierarchy (i.e. KAMF) is reused here to assure the security of the newly generated PC5 key. All the security context of PC5 is within 3GPP scope in this case.
The disadvantage of the solution is its limited applicable scenario, which is only applied when the initiating UE is registered into the network, the receiving UE is under the network coverage, and both initiating UE and receiving UE are in the same serving network.
***
END OF CHANGES
***
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